Electronic Health Records
Implementation Risk Management

HFEMA South Texas Annual Institute

May 2011
Powerful Insights. protIVItI
Proven Delivery." RISk Bustess Carauitn.
L, -
.
Introduction

protiviti




We've been here before...

“That it will ever come into general use,
notwithstanding its value, is extremely doubtful
because its beneficial application requires much
time and gives a good bit of trouble, both to the
patient and to the practitioner because its hue and
character are foreign and opposed to all our habits
and associations.”

The London Times, in 1834, commenting on...
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...the stethoscope.
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“Our goal, above all else, is to make care
better for patients, and to make it patient-
centered”

David Blumenthal, former National Coordinator for Health Information
Technology, about moving ahead on the HITECH Act mandates.

Blumenthal has said the $19 billion investment earmarked in the
HITECH Act is not to buy EHRSs for health care providers, it is an
investment to demonstrate that EHRs will be “symbolic of
professionalism in medicine, just as much as the stethoscope or
examination table are today.” He also writes, “Information should follow
the patient, and artificial obstacles — technical, business related,
bureaucratic — should not get in the way .

Source: http:/hitechanswers.net/ehr-adoption
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EHR Implementation Risk Management
Overview
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“l cannot imagine any condition which could cause
this ship to flounder. | cannot conceive of any vital
disaster happening to this vessel.”

E.J. Smith, Captain of the Titanic
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Understanding implementation risk

Risk is defined as the possibility of a loss or a diminished level of
success.

Risk Management is the process of defining, identifying, addressing,
and eliminating risk items before the items become threats or require
major rework. It can be seen as an advanced preparation for possible
adverse future events, rather than responding as the event happens.
This advanced planning provides the project team the opportunity to
select an alternative action plan which will still enable project objectives
to be achieved successfully.

The Goal is to identify project risks and develop strategies that either
significantly reduce the risks, provide guidelines in an effort to avoid the
risks, or at a minimum minimize the impact of risk results.

The Critical Success Factor _in this process is to successfully
complete the project in a way in which the risks associated with the
project are managed.
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What's the right timing?

There is no single “best” time to evaluate your
implementation. Assessments are beneficial throughout
these efforts.

'\
Ad d Vai u e Pre-Implementation

Add value

Ad d Val u_e/ Post-Implementation
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i Privacy & Security Implications
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The threat is real

Security breaches of personal health
information widespread

Ken Temry

Hackers and other malefactors steal a surprising
amount of personal health information by breaching
computer security. Between August 2009 and
December 2010, the electronic health records of
more than 6 million individuals were compromised,
and 61 percent of those security breaches were the
result of malicious intent, according to Redspin, a
leading provider of HIPAA risk analysis and IT
security assessment services.

http:/www.fiercehealthit.com/
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What's coming?

With “Meaningful Use” will come greater complexitie s in areas such as the following:

» Patient consent
 Entity Authentication
 Patient Matching

» User Authentication
» Patient Authentication
* Right of Access

* And many others...
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“But | believe the key factor for success has been, and

will continue to be, the concept of meaningful use. The
HITECH Act recognized that EHR adoption alone would
not bring about the transformative improvements _ that

are possible with health information technology.
EHRs must be used to support a new kind of
information-rich health care. Meaningful use provid es,
for the first time ever, a consensus goal on how
information should be used to enhance care. To
realize its promise also requires  changes in the
processes of care delivery . ”

David Blumenthal, former National Coordinator for Health Information
Technology, in the letter to his staff about stepping down from ONC.

Source: http://mww.healthcareitnews.com/news/blumenthal-leave-onc
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il Operational & Technical Assessments

protiviti




Implementation Hurdles
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Sample Assessment Objectives & Procedures

* Operational

— Evaluate EHR implementation program and facility-specific policy,
training, and change readiness plans

— Evaluate rollout planning, timing, staging, scoping, process re-
design activities, and roles/responsibilities

— Assess the process by which the impacts to facilities are analyzed
and requirements defined

— Evaluate organizational, entity, and departmental responsibilities
for key project tasks (e.g., developing workflows, communicating
issues/concerns, etc.)

— Determine change readiness and design effectiveness of key
revenue cycle controls and other process activities to ensure timely
and accurate capture, entry, and utilization of critical data
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Sample Assessment Objectives & Procedures

e Technical

— Evaluate strategies and supporting tools utilized for overall project
management/oversight activities

— Review processes for evaluating/approving requested changes to
the application/infrastructure

— Evaluate testing strategies for ensuring that data input, processing,
and output controls are sufficiently tested

— Review security mechanisms to ensure that logical/physical access
is appropriately restricted

— Evaluate procedures for ensuring backups are performed
appropriately and safeguarded

— Assess disaster recovery and business continuity efforts

— Evaluate facility training and EHR support plans
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Common barriers to successful implementations

* Inadequate executive oversight
* Insufficient software selection practices

* Vendor implementation methodologies are only as good as you help
make them.

 Deficiencies with vendor support
 Lack of involvement/acceptance by physicians and employees
 Lack of appropriate go-forward decision milestones

 Staffing and the perception of asking too much from already-taxed
employees

» Employee turnover

» Disconnects frequently exist in communication between leadership
and departmental personnel

19  ©2011 Protiviti Inc. An Equal Opportunity Employer.

10



20

Common barriers to successful implementations

An effective mechanism or process is not in place to consistently
capture, evaluate, and respond to questions and concerns of
personnel

Insufficient training and/or advance scheduling along with sufficiency
of backfill/lagency personnel

Insufficient attention is paid to security configuration requirements and
appropriate stakeholders are not consistently included

Loose interpretation of regulatory requirements

Operational workflow designs do not have sufficient detail or
appropriately address future-state needs

Formal workflow approval checkpoints for appropriate operational
representatives are not incorporated

Inability to align workflow with the application

©2011 Protiviti Inc. An Equal Opportunity Employer.

Common barriers to successful implementations

Insufficient planning for all processes directly or indirectly affected

Post go-live practice deviates from intended design and manual paper
processes persist

Project plans and issue tracking tools are not effectively utilized to
facilitate overall project management/oversight into the validation
process

Lack of sufficient project manager competence and/or sufficient PMO
oversight

Insufficient testing performed and insufficient guidance (e.g., test
script development) provided to ensure consistency

Insufficient change management practices

The configuration of application controls is not sufficiently considered
(undervalued and underutilized)
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Common barriers to successful implementations

* Insufficient hardware and staffing requirements to support go-live
(focus on bare minimum versus reality)

» Attempts at minimizing setup costs and reducing expenses result in
overlooking critical steps

* Rigidity of deadlines resulting in corner cutting
 Lack of clarity around data conversions and sun-setting
» Inadequate benefit measurement for value realization purposes

 Lack of strategic direction for approaching Meaningful Use

Remember from earlier...“Information should follow the
patient, and artificial obstacles — technical, business
related, bureaucratic — should not get in the way ”
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Is “Best Practice” a requirement?

No, we recommend using the Capability Maturity Mode | (CMM) or similar mechanism, which serves a framew  ork
that defines the state of a process using a common language and describes an improvement path from an ad hoc,
immature process to a mature disciplined process fo cused on continuous improvement.
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Whattools can help automate activity monitoring?

Off-the-shelf features included with many applications are often
insufficient

Various tools exist to supplement and help automate intensely manual
privacy and compliance processes by proactively and systematically
detecting potential incidents

Tools should be incorporated as part of overall entity-wide security
plan with goal of creating a culture of compliance

Sample high-risk scenarios include snooping/browsing for the
following: employee as patient, family member, neighbor and VIP
viewing, identity theft, and medical identity theft
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In closing

Remember that all implementations are risky...no matter the size

Work with operational areas as well as IT...but take everything with a
grain of salt

Pay very close attention to the adequacy of testing and training
Don’t forget about the configuration of application controls
Make sure security is in place before go-live

Don't forget about adequate post-go-live support

Understand that there is no “wrong” time to perform an assessment of
these efforts...value can be added throughout the implementation

Communication is key!
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Speakers

Please feel free to contact us if you have addition  al questions. Thank you again for your time!

Richard Williams
Managing Director
Phone: 469.374.2469

richard.williams @protiviti.com
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Matt Jackson
Associate Director

Phone: 469.374.2479

matthew.jackson@protiviti.com

Powerful Insights. Proven Delivery.™
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Richard is a Managing Director in Protiviti's Dallas office and
has 13 years professional experience providing operational,
financial, and regulatory consulting and internal audit services
to the healthcare industry. Richard leads Protiviti's Texas
healthcare practice and is Protiviti's national healthcare
solutions leader. Richard is a frequent speaker on internal
audit, compliance, and revenue improvement initiatives. Prior
to joining Protiviti, Richard was a project manager at Arthur
Andersen focusing on internal audit and risk consulting.

Matt is an Associate Director in Protiviti’s Dallas office and has
12 years professional experience providing operational,
technology, and regulatory consulting and internal audit
services to the healthcare industry. Matt is a key member of
Protiviti's National Healthcare Practice and serves as Protiviti's
National Electronic Health Records Solutions Lead. Prior to
joining Protiviti, Matt spent three years with Arthur Andersen
focusing on internal audit and risk consulting. He is a frequent
speaker on, and has published various articles related to,
internal audit, compliance, and information technology
improvementinitiatives.

About Protiviti

Protiviti (www.protiviti.com)is a global business consulting and internal audit firm composed of experts specializingin
risk, advisory and transaction services. We help solve problems in finance and transactions, operations, technology,
litigation, governance, risk, and compliance. Our highly trained, results-oriented professionals provide a unique
perspective on a wide range of critical business issues for clients in the Americas, Asia-Pacific, Europe and the Middle

East.

Protiviti's professionals assist healthcare providers with strengthening compliance programs and improving technology,
finance and revenue cycle efficiency and effectiveness, resulting in improved operational performance and lower costs.

Protiviti's team of industry experts understands the challenges faced by healthcare providers. Our professionals help
providers achieve growth and profitability through effective risk managementin the following areas:

« Revenue Cycle

« Finance

« CostReduction

«  Supply Chain

* Internal Audit

« Regulatory Compliance
« Technology

« Clinical System Implementations
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